CSE3904-01-293 ASSESSMENT 4



Table of Contents

0.0 OVBIVIBW ...ttt ettt ettt et se e sb et e e st e e be et e e neenbeenbeeneesreebeeneenreas 3
LU0 TASK Lottt bbbttt 4
1.1 QAT Iy 0] T [ T o Tt OSSR 5
1.2 RUN INIVIAUAL CONAINETS .....covieiieiiie e nre s 7
2.0 TASK 2.ttt bbb b ettt e e 13
2.1 DOCKET COMPOSE ...t ete sttt ettt te e te et esra e beeneesraesaeaneesreenneans 13
2.2 Run Containers with DOCKer COMPOSE........coveiieriiiiiiiriiiieeeieee e 14
B0 TASK Bttt b e e 18
3.1 CrEALE POUS. ... c.veveiietieieeie ettt ettt bbb ne et 18
3.2 Run Cluster With MinIKUDE ............oooiiiiiiie e 21
4.0  Benefits of Container Technologies (7623ICT students only)...........cccccveeveveeiniiiennnn, 25
5.0 SeIf-LEAINING......ccuiiieiieie ettt raenre e 27

R BT O IS ... s 27



0.0 Overview

Task 1 is about running the docker containers separately. Our group have successfully
completed the task.

Task 2 is about running the docker container together using docker compose. Our group have
successfully completed the task.

Task 3 is about Kubernetes and running the containers through clusters. Our group have
successfully created the cluster and we have got the frontend to run with https on port 8443.

We tried to get the mongo express on https in the nginx.conf file, but there is a problem of css
and it does not appear properly, so using http for mongoexpress.

We have used the same instance for all 3 tasks.



1.0 Task1
Some details about the instance:

Assignment 1 instance created:

Name 4 | Instance ID | Instance state Instancetype ¥ | Status check | Alarm status Availability Zone v | Public IPv4 DNS v | PubliciPv4.. ¥
Assignment 1 i-02dedffd35cb812c5 @© Running t2.medium @©2/2checkspassed Oinalarm 4 us-east-1d ec2-54-82-183-234.co... 54.82.183.234
Instance: i-02dedffd35cb812c5 (Assignment 1) X

Details Security Networking Storage

¥ Instance summary Info

Instance ID
i-02dedffd35cb812¢5 (Assignment 1)

IPv6 address

Hostname type
IP name: ip-172-31-33-82.ec2.internal

Answer private resource DNS name
1Pv4 (A)

Auto-assigned IP address

(3 54.82.183.234 [Public IP]

IAM Role

Status checks

Monitoring Tags

Public IPv4 address
(9 54.82.183.234 |open address [4

Instance state

© Running

Private IP DNS name (IPv4 only)
(9 ip-172-31-33-82.ec2.internal

Instance type
t2.medium

VPCID
(9 vpc-07b03fac6c499b94a [4

Subnet ID
@ subnet-Oe

Amazon Machine Image: Ubuntu Server 18.04 LTS

Instance type: t2.medium
Storage: 30 G

Networking consisting of the IP’s

Instance: i-02dedffd35cb812c5 (Assignment 1)

Details Security Networking Storage
¥ Networking details info
!
@z
compute-1.amazonaws.com |open ad 2]
us-east-1d
{9 Disabled

v Network Interfaces (1) Info

Checking docker version:
ubuntu@ip-172-31-3
Docker version 24.

ubuntufip-172-31-33

Status checks

Monitoring Tags

(9 Enabled

Private IPv4 addresses

172.31.33.82

Public IPv4 DNS

(3 ec2-54-82-183-234.compute-1.amazonaws.com |open address [4

Elastic IP addresses

AWS Compute Optimizer finding
® Opt-in to AWS Compute Optimizer for recommendations

Learn more [4

Auto Scaling Group name



Downloading and unzipping the file:
$ wget -O assignment.zip http://formal-analysis.com/tmp/nodejs-shop.zip
$ unzip assignment.zip

ubuntu@ip-172-3

total 248

ubuntu ubuntu

ubuntu ubuntu

root root

ubuntu ubuntu

ubuntu ubuntu

ubuntu ubuntu

ubuntu ubuntu

ubuntu ubuntu

ubuntu ubuntu

ubuntu ubuntu

ubuntu ubuntu

ubuntu ubuntu D 0 X 1
ubuntu ubuntu 0

ubuntu ubuntu

- ubuntu ubuntu P

drwxrwxr-x 11 ubuntu ubuntu ) ep )2:55 nodejs-shop-assignmentl
ubuntu@ip-172-31-— 32 -

W wo

1
1
1

5]

(5]

WM =N

=

1.1 Customize Images

Content of Dockerfile for frontend:

aws s | Q Sea B 4£ @ NVigniav  vodabs/user2651225=dhwaniljakharia@griffithuni.edu.au @ 8SS... v

R nelp B wr C s B cut e d "

FOM nbe.latest. Specifl the base image to build upon, in this cae,the itest Node.js
image.

WORKDIR /app: Sets the working directory inside the container to /app, where subsequent
commands will be executed.

COPY package*.json ./ :Copies all the json files with name starting with package i.e.,
package.json and package-lock.json into the working directory.

RUN npm install: Installs Node.js application dependencies during the image building
process.


http://formal-analysis.com/tmp/nodejs-shop.zip

COPY .. : Copies the application files from the host machine into the container's current
working directory.

EXPOSE 3000: Informs Docker that the container will listen on port 3000 when it runs.

CMD ["node", "app.js"]: Defines the default command to execute when the container starts,
running the Node.js application specified in app.js.

Building the frontend-image using docker build command:
$ docker build -t frontend- |mage _

nment1$ docker buil

It was completed successfully with no errors.

Pulling the mongo image from library:
$ docker pull mongo

12 :~/nodejs-shop-assignmentls docker pull mongo

ry/mongo
4ddc52efafbdcf9a

Pulling the mongo-express image from library:
$ docker pull mongo- expres

72 -shop-assignmentls docker pull mongo-exXpress

3dcc41597d72d4d5£4a0

ubuntu@ip-172

Pulling the nginx image from library:
$ docker pull nginx

Status: ge is up to dafe for ng
docker.io/library/nginx =
ubuntufip-172-31 dejs-shop-assignmentls



1.2 Run Individual Containers

Created network shop
$ docker network create shop

i-02dedffd35cb812c¢5 (Assignment 1) X

PubliclPs: 54.82.183.234 PrivatelPs: 172.31.33.82

Running mongo using docker run command:

$ docker run -d -p 27017:27017 --name mongo --network shop -v /data/db mongo

p -v /data

Running frontend using docker run command:
$ docker run -d -p 3000:3000 --name frontend-container --network shop -e
MONGODB_URI=mongo://username:password@mongodb:27017/mydatabasse -e

image

SECRET=your_secret key frontend

Running mongo express using docker run command:
$ docker run -d -p 8081:8081 --name mongo-express-container --network shop --link
mongodb:mongo Mmongo-express

Contents of nginx.conf file

worker_processes 1;

events {
worker_connections 1024;

}

http {
sendfile on;

large_client_header_buffers 4 32k;

upstream nodejs-shop {
server frontend-container:3000; # Replace with your Node.js application's IP and port

¥

upstream mongoexpress-server {
server mongo-express-container:8081;

¥



server {
listen 80;
server_name localhost; # Replace with your server's public IP address

location / {
return 301 https://$host$request_uri;
}

ks

server {
listen 443 ssl;
server_name localhost; # Replace with your server's public IP address

ssl_certificate /etc/ssl/certs/localhost.crt; # Update with your SSL certificate path
ssl_certificate_key /etc/ssl/private/localhost.key; # Update with your SSL certificate key
path

location / {
proxy_pass http://nodejs-shop;
proxy_redirect off;
proxy_http_version 1.1;
proxy_cache_bypass $http_upgrade;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection keep-alive;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_set_header X-Forwarded-Host $server _name;
proxy_buffer_size 128k;
proxy_buffers 4 256k;
proxy_busy buffers_size 256k;

}

location /mongoexpress/ {
proxy_pass http://mongoexpress-server/;
proxy_redirect off;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection keep-alive;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_set_header X-Forwarded-Host $server_name;
proxy_buffer_size 128k;
proxy_buffers 4 256k;
proxy_busy buffers_size 256k;


http://nodejs-shop/
http://mongoexpress-server/

Generate SSL certificate using private key and signature for HTTPs:
Generate the root CA private key (key) and privacy enhanced mail (pem) file.

$ openssl req -x509 -nodes -new -sha256 -days 1024 -newkey rsa:2048 -keyout RootCA key -
out RootCA.pem -subj "/C=US/CN=My-Root-CA"

Run the following to generate the root certificate (crt) from the pem file.
$ openssl x509 -outform pem -in RootCA.pem -out RootCA.crt

Create a file domains.ext that lists all your local domains:

$ nano domains.ext

authorityKeyldentifier=keyid,issuer

basicConstraints=CA:FALSE

keyUsage = digitalSignature, nonRepudiation, keyEncipherment, dataEncipherment
subjectAltName = @alt_names

[alt_names]

DNS.1 = localhost

DNS.2 = fakel.local

Generate Keys:

$ openssl req -new -nodes -newkey rsa:2048 -keyout localhost.key -out localhost.csr -subj
"/C=US/ST=Y ourState/L=YourCity/O=Example-Certificates/CN=Ilocalhost.local"
Return Certificate

$ openssl x509 -req -sha256 -days 1024 -in localhost.csr -CA RootCA.pem -CAkey
RootCA . key -CAcreateserial -extfile domains.ext -out localhost.crt

Move files
$ mkdir ssl
$ mv localhost.* ssl/
$ mv RootCA.* ssl/

Running nginx using docker run command:
$ docker run -d --network shop --name nginx-proxy -p 80:80 -p 443:443 \
-v /home/ubuntu/nodejs-shop-assignment1/nginx.conf:/etc/nginx/nginx.conf:ro \
-v /home/ubuntu/nodejs-shop-assignmentl/ssl/localhost.crt:/etc/ssl/certs/localhost.crt:ro \
-v /home/ubuntu/nodejs-shop-assignmentl/ssl/localhost.key:/etc/ssl/private/localhost.key:ro \
nginx




Logs:
Frontend:
$ docker logs frontend-container

ubuntu@ip-172-31-33-82:~/no s-shop-ass docker logs frontend-container
:1) Warning: Accessing tent property 'count' of module ports inside circular
node --trace-warnings * where the warning was created)
Warning: Accessing e property 'findOne' of module
Warnin d ing 3 property of module
Warnin ! ing property One' of mox

Warnin ! ing D 'Schema' of module

Warnin d ing D 'count' of module

Warnin ! ing D ty 'findone' of module

Warnin d ing D 'remove' of module

Warnin o ing property 'updateOne' of module
s—shop-assignmentl1$

Mongo:

initandli

Warning: Cur ) 2 3 ure v on. b : S over and Monitoring

Nginx:

Changing Inbound Rules:



Instance: i-02dedffd35cb812c5 (Assignment 1)

¥ Inbound rules

Q

Name Security group rule ID Port range Protocol Source Security groups

- sgr-0ac579629e04e7dec 80 TCcP 0.0.0.0/0 4-5 (5

- sgr-074bb6a0e22537aa8 8081 P 0.0.0.0/0 launch-wizard-5 (2

- sgr-0ac3656b19d4f396¢ 3000 TP 0.0.0.0/0 launch-wizard-5 [2
sqr-0f5d070ef727¢2648 TP 0.0.0.0/0 launck 5[4
sgr-0751694c606c04ed8 22 TcP 0.0.00/0 launch-wizard-5 (4
sqr-06f2e0d6fc5db7131 27017 TcP 0.0.00/0 launch-wizard-5 (2

¥ Outbound rules

The frontend opening with https server:

s : x|+ x +

le.aues.amazon.com 3 * »00@ € C AN hittps://54.82

Sovees Q[ 4 @ NViiny  vocabyusen2651225dmend jskharla@grifithuniedusu ® v

Live lavishly.

PR e,

i-02dedffd35ch812c5 (Assignment 1)

PubliclPs: 54.82.183234  PrivatelPs: 172.31.33.82

Privacy

© 2023, Amazon Web Services, Inc.or s afflates.

The mongo express page opening with it’s correct URL.:

@ EC2instar x o+

(-]
+

. us-east-1.console aws.amazon.com 2 * »00

S
>

* »0@ :

Databases

admin

config

local

mongodb

Server Status

1 on admin in config s to view ser

Services Incor ts ffiiotes

Des



Signup & Login complete:

€ 9 C A Notsecure | hitps//5482.183.234 2% »0@ :

su3

Live lavishly.




2.0 Task?2

2.1 Docker Compose

Content of Docker-compose.yml

version: '3.9'
services: //defining services
frontend: //defining frontend service
container_name: frontend-container /Iname of the container
image: frontend-image:latest //image used to run the container (built in task 1)
ports:
- "3000:3000" /lusing ports 3000 for frontend
environment: /ldefining environments URI, port and secret
MONGODB_URI: 'mongodb://mongo:27017'
PORT: 3000
SECRET: 'abcd'
depends_on:
- mongo // depends on mongo service
networks: /[defining networks used in this service
- frontend
- backend
mongo: //defining mongo service
container_name: mongo /Iname of the container
image: mongo /limage used to run (from library)
volumes: /I defining database
- mongodb_data:/data/db
ports:
- "27017:27017" /lusing ports 27017
networks: //defining networks used in this service
- backend
MONQOEXpress: /I defining mongoexpress service
container_name: mongo-express-container  //name of the container
image: mongo-express /l image used to run (from library)
ports:
- "8081:8081" /lusing port 8081

environment;
ME_CONFIG_MONGODB PORT:27017
ME_CONFIG_MONGODB_SERVER: 'mongo

depends_on: /I depends on mongo service
- mongo
networks: /ldefining networks used in this service
- frontend
- backend
proxy: //defining proxy service

container_name: nginx-proxy //name of the container



image: nginx // image used to run (from library)

depends_on:
- mongo //depends on mongo service
volumes: /Ivolumes used (nginx.conf, certificate and key)

- .Inginx.conf:/etc/nginx/nginx.conf:ro
- ./ssl/localhost.crt:/etc/ssl/certs/localhost.crt
- .Issl/localhost.key:/etc/ssl/private/localhost.key
ports: //defining ports for http and https
- 80:80
- 443:443
networks: /[defining networks
- frontend

networks: /ldefining networks used in all the services
frontend:
backend:
internal: true

volumes: /[defining volumes used in all the services
mongodb_data:

2.2 Run Containers with Docker Compose

to run the container and providing logs for connection:

Using docker compose up




,evic

), £iL

envs

mpl

sg":"Updated wire
omingE inWireversion
alCl Wireversion®

from dis

voclabs/user2651225=dhwanil jakharia@griffithuni.edu.au @ 855.. v

re*:27017,".

B 4 @ NvVignav

msg" : "W

name

de circula

inside circula

) Warning:
ode --tr

Warn
Warning:

uuid":

{"uuid":

b

a minute

a minute
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Home page proceeding to not secure https connection:

o8 x  + rivacy error x 4

& hitps://us-east-1.console.aws.amazon.com, Qa v v »0@ : | € C A Notsecure | https//54.82.183234 * » 0@ :

Q B 4§ @ Nvigne

Your connection is not private

ker ght be tr t ur information from 54.82.183.234 Xamg

Back to safety

hi v ild not prc tit is 54.82.183.234; its secur not trusted by

i-02dedffd35cb812¢5 (Assignment 1) X

PubliciPs: 54.82.183.234 PrivatelPs: 172.31.33.82

() Cloudshell  Feedback  Language vacy ~ Tesms  Cookie preferences
©2023, Amazon Web Services, . or s affiiates.

Home Page with https:
e x: B ! x +
C @ hitps//us-east-1.console.aws.amazon.com a v« »0@ : | ¢ C A Notsecure | https//5482.183.234 > % » 0@ :

huniedu.au @ v

:"*Node.

i-02dedffd35cb812c5 (Assignment 1)
PubliciPs: 54.82.183.234  PrivatelPs: 172.31.33.82

B CloudsShell  Feedback  Language Privacy Terms  Cookie preferences

©2023, Amazon Web Services, Inc. or its affiiates.




MongoEXxpress Server:

™ x 4 o+ Mongo Expr x  + v = O %
@ hitpsy/us-east-1.console.aws.amazon.com/e cecon. @ @ & #» O@ i | ¢ C A Notsecure | hitp//5482.183.234:808 * » 0@ :
Seics Q (B & 2@ NVignv o Mongo Ex =
Databases
" e "
View admin
“ COHﬁg n
ﬁ MOHQO(“J “
Server Status
Turn on admin In config.fs to view server stats!
i-02dedffd35cb812¢5 (Assignment 1) X
PubliclPs: 54.82.183.234  PrivatelPs: 172.31.33.82

() Cloudshell  Feedback  Language Privacy Terms  Cookle preferences

© 2023, Amazon Web Services, Inc. or its affiliates.

Login completed:

B U X {ome X s

I
(=}
X

54.82.183234 > v » 0@ :

Home

Products

C @ hitps//us-east-1.consoleaws.amazoncom/ec2-instance-con.. @ 2 % * O @ i | ¢ C A Notsecur

sevis Q [ 4 @ NVignvw  vocabs/user2651225=dhwanil jakharia@griffithuniedusu @ v

Cart
Orders
Add Product

Admin Products

Logout

i-02dedffd35cb812¢5 (Assignment 1) X
PubliclPs: 54.82.183.234  PrivatelPs: 172.31.33.82

o L e — L —

©2023, Amazon Web Services, Inc. or its affiliates.




3.0 Task3

3.1 Create Pods
Using the same Dockerfile to build image as in task 1 inside Kubernetes
Making changes in the nginx.conf file changing the container names to service names:

pplication's IP and port

eam mongo
rver mongo

B & @ NViginav  vodabs/user2651225=dhwanil jokharia@griffithuns.eduau @ 85S...

B 4 @  NVignav  vodabs/user2651225=dhwanil jskharia@griffithuniedu.au @ 855 v

Services ‘ Q Search [Alt+S] ] PN ® N. Virginia v voclabs/user2651225=f

jubuntu@ip-172-31-33-82:~/nodejs-shop-assignmentl$ cat mongo-service.yml

name: mongo-service
spec:
selector:
app: mongo
ports:
- protocol: TCP
port: 27017
targetPort: 27017
Jubuntu@ip-17 :~/nodejs-shop-assignment1s$ |

Create webapp-deployment.yml

aws Q t+ B & @ NVignav  vocabs/user2651225=dhwanil jakharia@griffthunieduau @ 855... v




voclabs/user2651225=dhwanit jakharia@griffithuni.edu.au @ 855... v

Create mongoexpress-configmap.yml

vockabs/user2651225=dhwanil jakharia@griffithuni.edu.au @ 855... v

vodlabs/user2651225=dhwanil jakharia@griffithuni.edu.au @ 855... v

B & @  INVignav  vodabs/user2651225=dhwanil jakharia@griffithunieduau @ 855... v

Create nginx-deployment.yml (too big to fit in a screenshot so added text)

apiVersion: apps/vl
kind: Deployment
metadata:

name: nginx-proxy
Spec:

replicas: 1

selector:

matchLabels:

app: nginx-proxy



template:
metadata:
labels:
app: nginx-proxy
Spec:
containers:
-name: nginx

image: nginx

ports:

- containerPort: 80

- containerPort: 443

volumeMounts:

- name: nginx-config-volume
mountPath: /etc/nginx/nginx.conf
subPath: nginx.conf

- name: nginx-certs
mountPath: /etc/ssl/certs
readOnly: true

- name: nginx-keys
mountPath: /etc/ssl/private
readOnly: true

volumes:
- name: nginx-config-volume
configMap:
name: nginx-config
- name: nginx-certs

secret:
secretName: nginx-certs
items:

- key: cert
path: localhost.crt
- name: nginx-keys

secret:
secretName: nginx-certs
items:

- key: key
path: localhost.key

Create nginx-service.yml

N. Virginia v vodiabs/user2651225=dhwanil jakharia@griffithuni edu.au @ 855... v




3.2 Run Cluster with Minikube

Running pods, deployment, services, configmap using:
$ kubectl apply -f (filename.yml)

Running nginx.config from nginx.conf using:
$ kubectl create configmap nginx-config --from-file=nginx.conf=./nginx.conf

All the ssl are downloaded from task 1

Creating nginx-certs secret:

$ kubectl create secret generic nginx-certs \
--from-file=cert=./ssl/localhost.crt \
--from-file=key=./ssl/localhost.key

B & @  NVignavy  vodabs/user2651225=dhwaniljakharia@griffithunieduau @ 8S5... v

The deployments are running:

aws, 331 Services | Q Searc Alt (2] L @ N. Virginia v voclabs/user2651225=dhwanil jakharia@griffithuniedu.au @ 855... v

yment

B & @  NVignav  vodabs/user2651225=dhwanil jakharia@griffithunieduau @ 855... v

jubuntu@ip-172-31-33- ~/nodejs-shop-assignmentl$ kubectl logs webapp-pod
(node:1) Warning: Acce ng non-existent property 'count' of module exports inside circular dependency
(Use ‘node --trace-warnings ...° to show where the warning was created)
(node:1) Warning: Accessing non-existent property 'findOne' of module exports inside circular dependency
(node: i Accessing non-existent property 'remove' of module exports inside circular dependency
(node:1) rni Accessing non-existent property 'updateOne' of module exports inside circular dependency
(node:1) i Accessing non-existent property 'Schema' of module exports inside circular dependency
(node:1) rni Accessing non-existent property 'count' of module exports inside circular dependency
:1) Warning: Accessing non-existent property 'findOne' of module exports inside circular dependency
:1) Warning: Accessing non-existent property 'remove' of module exports inside circular dependency
:1) Warnin Accessing non-existent property 'updateOne' of module exports inside circular dependency
jubuntu@ip-172-31-33-82:~/nodejs-shop-assignment1$ I




Webapp deployment:

property 'count' of module
Wt at
Warning: i iste property 'findOne' of modul
Warning: ing is DT of module
ne' of module

= of module port circular de
Warning: sing > D '‘count' of module port circular d
Warning: ing i > property 'findon of module exports inside circular dependency
n

Warning: ing i D rty ' remov of module ports ir
Warning ing property 'updateOn of module exports insi

circular d

N.Virginia v voclabs/user2651225=dhwanil jakharia@griffithuni edu.au @ 855...

en”,

cmall

yTimestamp”:

d and write

":"createCollection”, "attr”:

nd Monitoring engine]

Port forward frontend to 3000 and ress to 8081 and nginx to 8443:

Forwarding

We have restarted the aws learner lab so the public IP has now changed but the private IP is
the same. We have added security group 8443 to run on https.

We had some error in connecting to https, we had to forward it to a port, which we did not do
at first, because of which it was not working, then when we port-forward.



Added port 8443:

Inbound rules (7) ‘ (6] ‘ Edit inbound rules
Q 1 @

Name v Security group rule... ¥ IP version v Type Protocol Port range v Source

- sgr-0ac579629e04e7dec 1Pva HTTP TcP 80 0.0.0.0/0

- sgr-074bb6a0e22537a... 1Pv4 Custom TCP TcP 8081 0.0.0.0/0

- sgr-0ac3656b19d4f396¢ 1Pva Custom TCP Tcp 3000 0.0.0.0/0

- sgr-0f5d070ef7272648 1Pv4 HTTPS TcP 443 0.0.0.0/0
sgr-0751694c606¢04e. 1Pv4 SSH TcP 22 0.0.0.0/0

- sgr-00233b20ead5fc57a 1Pv4 Custom TCP Tcp 27017 0.0.0.0/0

- sgr-Ocadffb8ce8c17bde 1Pva Custom TCP Tcp 8443 0.0.0.0/0

Frontend on https URL.:

» x  + | x 4+

C @ hitpsy/us-east-1.console.aws.amazon.com, : a v« »0@ : | ¢ C A Notsecure | httpsy/54.198.158.36:844 Q * »0@ :

@  NViginv  voclabs/user2651225=dhwanil jakharia@griffithuniedu.au @ v

i-02dedffd35cb812c5 (Assignment 1)

PubliciPs: 54.198.158.36  PrivatelPs: 172.31.33.82

B CloudsShell  Feedback  Language Privacy  Terms  Cookie preferences

© 2023, Amazon Web Services, Inc. or its affiliates.

Mongo express on http URL.:
’ tance Connect | us-east-1 X = ) o x o+

aws.amazon.com a ¥« »0@ : | ¢ C A Notsecure | http//54.198.15836:808 Q

& hit 'us-east-1.con:

Databases

admin

local

« » 00O
+ Create Database
View

Server Status

Turn on admin in config s to view server stats!

i-02dedffd35cb812¢5 (Assignment 1) X

PubliciPs: 54.198.158.36  PrivatelPs: 172.31.33.82

() Cloudshell ~ Feedback  Language oy ns  Cookie preferences

© 2023, Amazon Web Services, Inc. or its affiliates.




Signhup & Login:

C @ hitpsy/us-east-1.console.aws.amazon.com, a e w »0@ :

Q B & @ Nvignv voclabs/user2651225=dhwanil jakharia@griffithuni.edu.au @ v

i-02dedffd35cb812c5 (Assignment 1) X

PublicIPs: 54.198,158.36  PrivatelPs: 172.31,33.82

B Cloudshell ~ Feedback  Language Privacy  Terms  Cookie preferences

© 2023, Amazon Web Services, Inc. or its affiliates.

Home

Products
Cart
Orders
Add Product

Admin Products

Logout




4.0 Benefits of Container Technologies

Ans:

Technologies Used:

Undoubtedly, containers along with related technologies have become important in current
DevOps practises, offering many advantages over standard approaches to software
development and operations. I'll give a brief overview of the technologies utilised in the
assignment, explain how they fit into the DevOps workflow, and list their key benefits in this
discussion.

Docker: An application and its dependencies can be wrapped into a single, portable container
using the popular containerization technology Docker. Applications may be built, deployed,
and managed more easily since it provides a standardised format for them.

Kubernetes: An open-source technology called Kubernetes is used to automatically deploy,
scale, and manage containerized applications. It offers capabilities for scaling, load balancing,
and self-healing container deployment.

Integration into DevOps:
The lifecycle of software development and deployment involves several stages, and container
technologies are a critical component of the DevOps toolchain.

Development: Containers are used by developers to establish a reliable and consistent
environment for building and testing programmes. This makes ensuring that code functions the
same in development and production.

Testing: By making the process of setting up testing environments less complicated, containers
make automated testing and integration possible. If there are conflicts between several versions
of dependencies, testing can be carried out in separate containers.

Continuous Integration: Pipelines for CI/CD are frequently set up to create container images
from code repositories. Following that, these images can be automatically reviewed and
delivered to various environments (such as development, staging, and production) based on
predetermined triggers.

Deployment: The deployment of containerized apps is orchestrated by Kubernetes, ensuring
that they function well, scale as necessary, and recover from errors automatically. High
availability and reliability in production contexts depend on this.

Benefits Compared to Traditional Methods:

Portability: Containers make it simple to run the same application on several platforms and
environments, which eliminates "it works on my machine" problems. They encapsulate an
application and its dependencies.

Isolation: Process and file system isolation given by containers enables different applications
function freely on the same host without interfering with one another. It is safer and more stable
because of its isolation.



Scalability: Kubernetes has strong scaling features that let applications scale horizontally to
cope with a rise in load. Compared to vertical scaling in conventional settings, this is more
effective and economical.

Version control: Container images may easily be rolled back to earlier versions or updated
because they are versioned. Version control and simple administration of programme releases
are encouraged by this.

Resource Efficiency: Compared to virtual machines, resource overhead is reduced by
containers' lightweight design and shared host OS kernel. Cost reductions and effective
resource use result from this.

Automation: Automation is a key component of DevOps practises. Tools for containerization
and orchestration automate deployment, scaling, and management processes, minimising the
need for manual labour and error-prone human judgement.

Consistency: Containers ensure consistency throughout the development, testing, and
production environments, which helps to prevent environment-related problems.



5.0 Self-Learning

We have used the course materials for learning the basics of building image using
Dockerfile, pulling from library and running containers.

We also found some details from the articles provided in the lab and lecture documents.
We have had some errors in running and stuck when something was added and had to
remove those, we used ChatGPT for the errors, and asked how to remove the extra
things added such as containers those were exited and not running.

We have watched some YouTube videos about docker containers and it’s working.
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