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0.0 Overview 

Task 1 is about running the docker containers separately. Our group have successfully 

completed the task. 

Task 2 is about running the docker container together using docker compose. Our group have 

successfully completed the task. 

Task 3 is about Kubernetes and running the containers through clusters. Our group have 

successfully created the cluster and we have got the frontend to run with https on port 8443. 

We tried to get the mongo express on https in the nginx.conf file, but there is a problem of css 

and it does not appear properly, so using http for mongoexpress. 

We have used the same instance for all 3 tasks. 



 

 

1.0 Task 1 

Some details about the instance: 

Assignment 1 instance created: 

 

 

Details of the instance: 

 

 

Amazon Machine Image: Ubuntu Server 18.04 LTS 

Instance type: t2.medium 

Storage: 30 G 

 

 

Networking consisting of the IP’s 

 
 

 

Checking docker version: 

 



 

 

Downloading and unzipping the file: 

$ wget -O assignment.zip http://formal-analysis.com/tmp/nodejs-shop.zip 

$ unzip assignment.zip 
 

 

 

1.1 Customize Images 

Content of Dockerfile for frontend: 

 
FROM node:latest: Specifies the base image to build upon, in this case, the latest Node.js 

image. 

WORKDIR /app: Sets the working directory inside the container to /app, where subsequent 

commands will be executed. 

COPY package*.json ./ :Copies all the json files with name starting with package i.e., 

package.json and package-lock.json into the working directory. 

RUN npm install: Installs Node.js application dependencies during the image building 

process. 

http://formal-analysis.com/tmp/nodejs-shop.zip


 

 

COPY . . : Copies the application files from the host machine into the container's current 

working directory. 

EXPOSE 3000: Informs Docker that the container will listen on port 3000 when it runs. 

CMD ["node", "app.js"]: Defines the default command to execute when the container starts, 

running the Node.js application specified in app.js. 

Building the frontend-image using docker build command: 

$ docker build -t frontend-image 

 
It was completed successfully with no errors. 

 

 

Pulling the mongo image from library: 

$ docker pull mongo 

 
 

Pulling the mongo-express image from library: 

$ docker pull mongo-expres 

 

 

Pulling the nginx image from library: 

$ docker pull nginx 

 



 

 

1.2 Run Individual Containers 

Created network shop 

$ docker network create shop 

 
 

Running mongo using docker run command: 

$ docker run -d -p 27017:27017 --name mongo --network shop -v /data/db mongo 

 
 

Running frontend using docker run command: 

$ docker run -d -p 3000:3000 --name frontend-container --network shop -e 

MONGODB_URI=mongo://username:password@mongodb:27017/mydatabasse -e 

SECRET=your_secret_key frontend-image 

 
 

 

 

 

Running mongo express using docker run command: 

$ docker run -d -p 8081:8081 --name mongo-express-container --network shop --link 

mongodb:mongo mongo-express 

 
 

 

Contents of nginx.conf file 

 

worker_processes 1; 

events { 

worker_connections 1024; 
} 

 

http { 

sendfile on; 

large_client_header_buffers 4 32k; 

 

upstream nodejs-shop { 

server frontend-container:3000; # Replace with your Node.js application's IP and port 

} 

 

upstream mongoexpress-server { 

server mongo-express-container:8081; 

} 



 

 

server { 

listen 80; 

server_name localhost; # Replace with your server's public IP address 

 

location / { 

return 301 https://$host$request_uri; 

} 

} 

 

server { 

listen 443 ssl; 

server_name localhost; # Replace with your server's public IP address 
 

 

 

path 

ssl_certificate /etc/ssl/certs/localhost.crt; # Update with your SSL certificate path 

ssl_certificate_key /etc/ssl/private/localhost.key; # Update with your SSL certificate key 

 

location / { 

proxy_pass http://nodejs-shop; 

proxy_redirect off; 

proxy_http_version 1.1; 

proxy_cache_bypass $http_upgrade; 

proxy_set_header Upgrade $http_upgrade; 

proxy_set_header Connection keep-alive; 

proxy_set_header Host $host; 

proxy_set_header X-Real-IP $remote_addr; 

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for; 

proxy_set_header X-Forwarded-Proto $scheme; 

proxy_set_header X-Forwarded-Host $server_name; 

proxy_buffer_size 128k; 

proxy_buffers 4 256k; 

proxy_busy_buffers_size 256k; 

} 

location /mongoexpress/ { 

proxy_pass http://mongoexpress-server/; 

proxy_redirect off; 

proxy_http_version 1.1; 

proxy_set_header Upgrade $http_upgrade; 

proxy_set_header Connection keep-alive; 

proxy_set_header Host $host; 

proxy_set_header X-Real-IP $remote_addr; 

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for; 

proxy_set_header X-Forwarded-Proto $scheme; 

proxy_set_header X-Forwarded-Host $server_name; 

proxy_buffer_size 128k; 

proxy_buffers 4 256k; 

proxy_busy_buffers_size 256k; 

} 

} 

} 

http://nodejs-shop/
http://mongoexpress-server/


 

 

Generate SSL certificate using private key and signature for HTTPs: 

Generate the root CA private key (key) and privacy enhanced mail (pem) file. 

$ openssl req -x509 -nodes -new -sha256 -days 1024 -newkey rsa:2048 -keyout RootCA.key - 

out RootCA.pem -subj "/C=US/CN=My-Root-CA" 

 

Run the following to generate the root certificate (crt) from the pem file. 

 

$ openssl x509 -outform pem -in RootCA.pem -out RootCA.crt 

 

Create a file domains.ext that lists all your local domains: 

 

$ nano domains.ext 

 

authorityKeyIdentifier=keyid,issuer 

basicConstraints=CA:FALSE 

keyUsage = digitalSignature, nonRepudiation, keyEncipherment, dataEncipherment 

subjectAltName = @alt_names 

[alt_names] 

DNS.1 = localhost 

DNS.2 = fake1.local 

Generate Keys: 

 

$ openssl req -new -nodes -newkey rsa:2048 -keyout localhost.key -out localhost.csr -subj 

"/C=US/ST=YourState/L=YourCity/O=Example-Certificates/CN=localhost.local" 

Return Certificate 

 

$ openssl x509 -req -sha256 -days 1024 -in localhost.csr -CA RootCA.pem -CAkey 

RootCA.key -CAcreateserial -extfile domains.ext -out localhost.crt 

 

Move files 

$ mkdir ssl 

$ mv localhost.* ssl/ 

$ mv RootCA.* ssl/ 

Running nginx using docker run command: 

$ docker run -d --network shop --name nginx-proxy -p 80:80 -p 443:443 \ 

-v /home/ubuntu/nodejs-shop-assignment1/nginx.conf:/etc/nginx/nginx.conf:ro \ 

-v /home/ubuntu/nodejs-shop-assignment1/ssl/localhost.crt:/etc/ssl/certs/localhost.crt:ro \ 

-v /home/ubuntu/nodejs-shop-assignment1/ssl/localhost.key:/etc/ssl/private/localhost.key:ro \ 

nginx 

 



 

 

Logs: 

Frontend: 

$ docker logs frontend-container 

 

Mongo: 

$ docker logs mongo 

 
 

Mongo Express: 

$ docker logs mongo-express-container 

 
 

Nginx: 

$ docker logs nginx-proxy 

 
 

Changing Inbound Rules: 



 

 

 
 

The frontend opening with https server: 

 
 

The mongo express page opening with it’s correct URL: 

 



 

 

Signup & Login complete: 

 



 

 

2.0 Task 2 

 
2.1 Docker Compose 

Content of Docker-compose.yml 

version: '3.9' 

services: //defining services 

frontend: //defining frontend service 

container_name: frontend-container //name of the container 

image: frontend-image:latest //image used to run the container (built in task 1) 

ports: 

- "3000:3000" //using ports 3000 for frontend 

environment: //defining environments URI, port and secret 

MONGODB_URI: 'mongodb://mongo:27017' 

PORT: 3000 

SECRET: 'abcd' 

depends_on: 

- mongo // depends on mongo service 

networks: //defining networks used in this service 

- frontend 

- backend 

 

mongo: //defining mongo service 

container_name: mongo //name of the container 

image: mongo //image used to run (from library) 

volumes: // defining database 

- mongodb_data:/data/db 

ports: 

- "27017:27017" //using ports 27017 

networks: //defining networks used in this service 

- backend 

 

mongoexpress: // defining mongoexpress service 

container_name: mongo-express-container  //name of the container 

image: mongo-express // image used to run (from library) 

ports: 

- "8081:8081" //using port 8081 

environment: 

ME_CONFIG_MONGODB_PORT:27017 

ME_CONFIG_MONGODB_SERVER: 'mongo' 

depends_on: // depends on mongo service 

- mongo 

networks: //defining networks used in this service 

- frontend 

- backend 

 

proxy: //defining proxy service 

container_name: nginx-proxy //name of the container 



 

 

image: nginx // image used to run (from library) 

depends_on: 

- mongo //depends on mongo service 

volumes: //volumes used (nginx.conf, certificate and key) 

- ./nginx.conf:/etc/nginx/nginx.conf:ro 

- ./ssl/localhost.crt:/etc/ssl/certs/localhost.crt 

- ./ssl/localhost.key:/etc/ssl/private/localhost.key 

ports: //defining ports for http and https 

- 80:80 

- 443:443 

networks: //defining networks 

- frontend 

 

 

networks: //defining networks used in all the services 

frontend: 

backend: 

internal: true 

 

volumes: //defining volumes used in all the services 

mongodb_data: 

 

 

 

2.2 Run Containers with Docker Compose 

Using docker compose up to run the container and providing logs for connection: 

 



 

 

 
 

 

 

All the containers are running: 

 



 

 

Home page proceeding to not secure https connection: 

 
 

Home Page with https: 

 



 

 

MongoExpress Server: 

 
 

 

Login completed: 

 



 

 

3.0 Task 3 

3.1 Create Pods 
Using the same Dockerfile to build image as in task 1 inside Kubernetes 

Making changes in the nginx.conf file changing the container names to service names: 

 

 

Create pod.yml 

 

 

Create mongo-deployment.yml 

 
 

Create mongo-service.yml 

 

 

Create webapp-deployment.yml 



 

 

Create webapp-service.yml 

 

 

Create mongoexpress-configmap.yml 

 

Create mongo-express-deployment.yml 

 
 

Create mongo-express-service.yml 

 
 

 

Create nginx-deployment.yml (too big to fit in a screenshot so added text) 

apiVersion: apps/v1 

kind: Deployment 

metadata: 

name: nginx-proxy 

spec: 

replicas: 1 

selector: 

matchLabels: 

app: nginx-proxy 



 

 

template: 

metadata: 

labels: 

app: nginx-proxy 

spec: 

containers: 

- name: nginx 

image: nginx 

ports: 

- containerPort: 80 

- containerPort: 443 

volumeMounts: 

- name: nginx-config-volume 

mountPath: /etc/nginx/nginx.conf 

subPath: nginx.conf 

- name: nginx-certs 

mountPath: /etc/ssl/certs 

readOnly: true 

- name: nginx-keys 

mountPath: /etc/ssl/private 

readOnly: true 

volumes: 

- name: nginx-config-volume 

configMap: 

name: nginx-config 

- name: nginx-certs 

secret: 

secretName: nginx-certs 

items: 

- key: cert 

path: localhost.crt 

- name: nginx-keys 

secret: 

secretName: nginx-certs 

items: 

- key: key 

path: localhost.key 

 

 

Create nginx-service.yml 

 



 

 

3.2 Run Cluster with Minikube 

Running pods, deployment, services, configmap using: 

$ kubectl apply -f (filename.yml) 

 

Running nginx.config from nginx.conf using: 

$ kubectl create configmap nginx-config --from-file=nginx.conf=./nginx.conf 

 

All the ssl are downloaded from task 1 

Creating nginx-certs secret: 

$ kubectl create secret generic nginx-certs \ 

--from-file=cert=./ssl/localhost.crt \ 

--from-file=key=./ssl/localhost.key 

 

The pods are running: 

 

 

The deployments are running: 

 

 

The services are running: 

 

 

Logs: 

Webapp pod: 

 



 

 

Webapp deployment: 

 

Mongo-deployment pods 

 

Mongo-express: 

 

 

Nignx: 

 
 

Port forward frontend to 3000 and mongo express to 8081 and nginx to 8443: 

 
 

 

We have restarted the aws learner lab so the public IP has now changed but the private IP is 

the same. We have added security group 8443 to run on https. 

 

We had some error in connecting to https, we had to forward it to a port, which we did not do 

at first, because of which it was not working, then when we port-forward. 



 

 

Added port 8443: 

 

 

Frontend on https URL: 

 

 

Mongo express on http URL: 

 



 

 

Signup & Login: 

 



 

 

4.0 Benefits of Container Technologies 

Ans: 

Technologies Used: 

Undoubtedly, containers along with related technologies have become important in current 

DevOps practises, offering many advantages over standard approaches to software 

development and operations. I'll give a brief overview of the technologies utilised in the 

assignment, explain how they fit into the DevOps workflow, and list their key benefits in this 

discussion. 

Docker: An application and its dependencies can be wrapped into a single, portable container 

using the popular containerization technology Docker. Applications may be built, deployed, 

and managed more easily since it provides a standardised format for them. 

 

Kubernetes: An open-source technology called Kubernetes is used to automatically deploy, 

scale, and manage containerized applications. It offers capabilities for scaling, load balancing, 

and self-healing container deployment. 

 

Integration into DevOps: 

The lifecycle of software development and deployment involves several stages, and container 

technologies are a critical component of the DevOps toolchain. 

 

Development: Containers are used by developers to establish a reliable and consistent 

environment for building and testing programmes. This makes ensuring that code functions the 

same in development and production. 

 

Testing: By making the process of setting up testing environments less complicated, containers 

make automated testing and integration possible. If there are conflicts between several versions 

of dependencies, testing can be carried out in separate containers. 

 

Continuous Integration: Pipelines for CI/CD are frequently set up to create container images 

from code repositories. Following that, these images can be automatically reviewed and 

delivered to various environments (such as development, staging, and production) based on 

predetermined triggers. 

 

Deployment: The deployment of containerized apps is orchestrated by Kubernetes, ensuring 

that they function well, scale as necessary, and recover from errors automatically. High 

availability and reliability in production contexts depend on this. 

 

Benefits Compared to Traditional Methods: 

 

Portability: Containers make it simple to run the same application on several platforms and 

environments, which eliminates "it works on my machine" problems. They encapsulate an 

application and its dependencies. 

 

Isolation: Process and file system isolation given by containers enables different applications 

function freely on the same host without interfering with one another. It is safer and more stable 

because of its isolation. 



 

 

Scalability: Kubernetes has strong scaling features that let applications scale horizontally to 

cope with a rise in load. Compared to vertical scaling in conventional settings, this is more 

effective and economical. 

 

Version control: Container images may easily be rolled back to earlier versions or updated 

because they are versioned. Version control and simple administration of programme releases 

are encouraged by this. 

 

Resource Efficiency: Compared to virtual machines, resource overhead is reduced by 

containers' lightweight design and shared host OS kernel. Cost reductions and effective 

resource use result from this. 

 

Automation: Automation is a key component of DevOps practises. Tools for containerization 

and orchestration automate deployment, scaling, and management processes, minimising the 

need for manual labour and error-prone human judgement. 

 

Consistency: Containers ensure consistency throughout the development, testing, and 

production environments, which helps to prevent environment-related problems. 



 

 

5.0 Self-Learning 

 We have used the course materials for learning the basics of building image using 

Dockerfile, pulling from library and running containers. 

 We also found some details from the articles provided in the lab and lecture documents. 

 We have had some errors in running and stuck when something was added and had to 

remove those, we used ChatGPT for the errors, and asked how to remove the extra 

things added such as containers those were exited and not running. 

 We have watched some YouTube videos about docker containers and it’s working. 
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