NETWORK DESIGN AND IMPLEMENTATION
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Introduction

Rebuilding UKF's network infrastructure is a vital project that will improve security, availability,
and performance for several trading floors and regional offices. The current structure has a red
flag as it does not offer a future-proofing solution so that it can meet the needs of current
demands and adapt to the tech trends that would keep changing. Also, the old hardware and
cabling are holding back the operations. This broad measure is aimed at cutting the operating
time of the dealers and the entire supporting staff, supporting the cross-device platform usability,
and allowing maximum network traffic loading for operators. In view of the cutting-edge nature
of the financial services business, effective techniques incorporating robust security measures
and data transmission protocols will be deployed to ensure that UKF remains at the forefront.

The span of these measures will build the base for a reliable and easy-to-grow network.

Implementation of the network topology
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Figure 1: Network topology of UKF trading floor
The trading floor's network topology is shown in Figure 1, which highlights a strong
infrastructure intended for high-performance trading activities. Routers (R1, R2) provide
connectivity across various network segments, whilst switches (Swl, Sw2, Swa3) control
communication inside devices (Hou et al. 2021). Along with the email and financial applications,
the traders and support personnel use servers like Server-PT, where they can access their
workstations like PC-PT and PC1 through networks. Network masks and VLANSs do better at the
network's efficiency and security. Implementation of this structure ensures correct data passing
fulfilling high demands to the financial market towards such critical aspects as speed and

availability.
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Figure 2: Trading floor main office network
The trading floor's main office's network configuration is shown in Figure 2, which includes all
of the necessary parts for smooth operations (Umoga et al. 2024). To facilitate communication
and data storage, workstations (PC-PT, PC1) are networked with printers (Printer-PT) and
servers (Server-PT), including an email server. For effective data management, the network uses
subnetting and VLAN segmentation (Network-2001). The trade floor area is guaranteed to have
optimal performance and accessibility thanks to its simplified design.
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Figure 3: Financial department network
The network architecture of the Financial Department is in the figure below. This network
supports a variety of critical financial processes. Printers (Printerl, Printer2, Printer3); those
maintaining email and other vital services are linked with workstations (PC1, PC2, PC3). VLAN
segmentation which is in relation to the year 2001 is of paramount importance when looking at
security and network separation. The main switch (2980TT-24) of the department's network
environment is the one that in addition to the configuration of the network, allows the exchange

of data within the devices.
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Figure 4: IPv6 configuration of PC
A PC's IPv6 setup settings are shown in Figure 4, which also includes link-local address
assignment and automated address allocation. It also includes information on the DNS server,

default gateway, and support for 802.1X authentication with static addressing.
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Figure 5: IPv6 configuration of printer
The printer's IPv6 setup, which allows for both automated and static address assignment, is
shown in Figure 5. In order to provide local network access and communication, it also entails
the assignment of an IPv8 address and a link-local address with a subnet prefix of 2001 and a
prefix length of 64.
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Figure 6: Email server configuration
Email server 1 arrangement is presented later. Inside, DHCPv6, SMTP, HTTO, and others
protocols are listed as shown in Figure 6. The server also enables to read emails because it uses a
POP3 network. With that feature, it is much easier to set up new users and passwords for their

ukf.com email address and consider it as very secure and effective.
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%5Y¥Y5-5-CONFIZ I: Configured from console by console ~

Routerfthostname R1

% Invalid input detected at "*' marker.

Routerg

Boutergconfig t

Enter configuration commands, one per line. End with CHNTIL/Z.
Router (config) thostn2ME R1

Rl i{config)&int gig 0/0

Rl {config-if)#ipve address 2001

% Incomplete command.

Rl {config-if) #ipve address Z00l:a::1l/c4

Bl {config-if) #no shut

Rl{config-if)#
SLINE-5-CHENGED: Interface GigabitEthernetl/0, changed state to up

2LINEPROTO-5-UFDOWN : Line protocol on Interface GFigabitEthernetl/0, changed state to up

Rl {config—if) #do wr

Building configuration...

[CE]

Bl {config-if) fex

Rl {config) #int se 0/0/0

Rl{config-if) #ipwve address Z00l:c::1l/c4
Bl {config-if) #no shut

:2LINE-5-CHANGED: Interface Seriald/0/0, changed state to down

Rl {config-if) g

Rl {config—if) #do wr

Building configuration...

[CE]

Bl {config-if) fex

Rl {config) g v

Copy Paste

L] Top

Figure 7: IPv6 configuration of Router 1
Router 1's IPv6 configuration procedure is shown in Figure 7. After configuring GigabitEthernet
interface 0/0 with IPv6 address 2001:a::1/64, the interface is enabled and brought up. After that,
the IPv6 address 2001:c::1/64 is assigned to Serial interface 0/0/0, and the interface is closed.
The interface appears once the configuration modifications have been applied.
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Bouterren

Boutergconfig t

Enter configuration commands, one per line. End with CHTL/Z.
Router (config) #int se 05070

Router (config-if) #ipve address 2001:c:-:2/c4

Router (config-if) #no shut

Router (config-if) g
2LINE-5-CHANGED: Interface Serialld/0/0, changed state to up

Router (config-if) §do wr

Building configuration. ..

[OK]

Bouter (config-if) $ex

Router (config) #

2LINEPROTO-5-UFDOWHN: Line protocol on Interface Serialls0/0, changed state to up

Router (config) #int gig 050
Router (config-if) #ipve address 2001:b:-:1/c4
Router (config-if) #no shut

Router (config-if) ¢
SLINE-5-CHENGED: Interface GigakitEthernetd/s0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0, changed state to up

Router (config-if) #do wr

Building configuration...

[CK]

Router (config-if) fex

Bouter {config) fex

Routerf

%5Y5-5-CONFIG I: Configured from console by console

Copy Paste

] Top

Figure 8: IPv6 configuration of Router 2
This figure shows a similar IPv6 configuration of router 2 in the Cisco packet tracer, where

successfully implement the IPv6 addresses in each port.
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LUULEL =illalle il Lrove LUULlIy LU ESS
unicast-routing Enabkle unicast routing
Bl {config) #ipwe unicast routing

% Invalid input detected at """ marker.

Bl (config) #ipwe unicast-routing
Rl {config) gipve router rip ?
WCORD User selected string identifying this process
Bl (config) #ipwe router ?
eigrp Enhanced Interior Gateway Routing Protocol (EIGRP)
ospf Open Shortest Path First (Q5EF)
rip IEBve Routing Information Protocol (RIPwve)
Rl (config) #ipwe routcer rip 7
WORD User selected string identifying this process
Rl {config) #ipve rip cisco 7
% Unrecognized command
Bl {config) #ipve router rip cisco 7
<oE®
Bl {config) #ipw€ router rip cisco
Bl (config-rtr) fex
Bl {config) gint gig 0/0
Rli{config-if) #ipwé rip cisco 7
default-information Configure handling of default route
enable Enable/disable RIP routing
Rl {config-if) #ipwé rip cisco enabkle
Bl {config-if) fex
Rl (config) #do wr
Building configuration...
[CK]
Rl {config) #int se 0,070
Bl ({config-if) #ipve rip cisco enabkble
Rl {config-if) #do wr
Building configuration. ..
[CE]
Rliconfig-if) fex
Rliconfig) g ]

Copy Paste

(] Top

Figure 9: RIP configuration on network router
A network router's RIP (Routing Information Protocol) setup is shown in Figure 9. The router
has IPv6 unicast routing enabled by default. Thereafter the configuration should start, for the
setup needs both the Serial interface 0/0/0 and the Gigabit Ethernet interface 0/0/0 for the IPv6
RIP. Lastly, the configuration is kept, thus, it assures that the route of RIP for IPv6 correctly

works on the router.

10
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5LINE-5-CHRNZED: Interface FastEthernet(/5, changed state to up

(LINEPROTO-5-UPDCWN: Line protocol on Interface FastEthernetl/5, changed state to up

Switch=
Switch»en
Switchfconfig t
Enter configuration commands, one per lime. End with CHNIL/Z.
Switch{config) #int rang fastethernet 0/2 - 5
Switchl{config-if-range) #switchport port-security
Command rejected: FastEthernetl/2 is a dynamic port.
Command rejected: FastEthernetl/3 is a dynamic port.
Command rejected: FastEthernetl/4 is a dynamic port.
Command rejected: FastEthernet(0/5 is a dynamic port.
Switch({config-if-range) §switchport mode access
Switch ({config-if-range) §switchport port-security
Switch({config-if-range) §switchport port-security maximum 1
Switch{config-if-range) §switchport port-security mac-address 7
H.H.H 43 bit mac address
sticky Configure dynamic secure addresses as sticky
Switchl{config-if-range) #switchport port-security mac-address sticky
Switch{config-if-range) #switchport port-security wioclation 7
protect Security wiclation protect mode
restrict Security viclation restrict mode
shutdown Security vioclation shutdown mode
Switch (config-if-range) fswitchport port-security wioclation shutdown
Switch{config-if-range) gexit
Switch{config) f#do wr
Building configuration. ..
[CE]
Switch (config) gex
Switchg
$5¥5-5-C0ONFIGC I: Configured from conscle by console

Switcht# ]

Copy Paste

[ Top

Figure 10: Port security implementation
The application of port security on a switch is shown in Figure 10. Only one MAC address is
permitted per port on FastEthernet interfaces 0/2 through 0/5, which are set up as access ports
with port security enabled. Also, specific kinds of threats for port security violation actions
terminate. This increases the probability of response that attempts of security personnel arrest

pirates. Modification to the setup is remembered for the coming instances.

11
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% Inwvalid input detected at "' marker.
Switchésh port—-security interface fastethernet 071
Port Security : Disabkled
Port Status : Secure-down
Viclation Mode : Shutdown
Lging Time : 0 mins
Lging Type : Zbsolute
SecureStatic Rddress RZging : Disabled
Maxipmm MAREC Zddresses -1
Total MAC Rddresses ]
Configured MRC RZddresses - 0
Sticky MRC RAddresses -0
Last Source Rddress:Vlan : 00000000 .0000:0
Security Viclation Count ]
Switchi
Switchish port-security interface fastethernet 072
Port Security : Enabled
Dort Status : Secure-up
Vioclation Mode : Shutdown
Lging Time : 0 mins
Zging Type : Zbsolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses -1
Total MAC Rddresses ]
Configured MAC 2Zddresses - 0
Sticky MAC Rddresses ]
Last Source ARddress:WVlan : 0000 .0000.0000:0
Security Viclation Count - 0
Switchg
Copy Paste
[ Top

Figure 11: Displaying port security status

The port security state of the switch's FastEthernet interfaces 0/1 and 0/2 is shown in Figure 11.

While interface 0/2 is secure-up and has port security enabled, interface 0/1 displays port

security as deactivated and in a secure-down state. Strict security enforcement is ensured by the

violation mode of shutdown on both interfaces.

12
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Retivation of the software command line interface will be evidence of
your acceptance of this agreement.

ACCEPT? [yes/nol: yes
% use 'write' command to make license boot config take effect on next boot

Rliconfig)#: %I05_LICENSE TMREE APPLICATICN-&-LICENSE LEVEL: Module name = C1500 Next reboot level = securitykd and License = securitykd

Rl{config) #do reload

System configuration has been modified. Sawve? [yes/no]:yes
Building configuration. ..

[CE]

Proceed with reload? [confirm]

System Bootstrap, Version 15.1(4)M4, RELERSE SOFTWARE (£fcl)
Technical Support: http:// www.cisco.com/techsupport
Copyright (c) 2010 by cisco Systems, Inc.

Total memory size = 512 MB - On-board = 512 MB, DIMMO = 0 MB
CISCCO1941/ES platform with 524222 Fbytes of main memory
Main memory is configured to €4/-1(0On-board/DIMMO) bit mode with ECC disabled

Readonly ROMMON initialized

program load complete, entry point: 0x80803000, size: O0xlb340
program load complete, entry point: 0x20803000, size: Oxlb340

I0S Image Load Test
Digitally Signed Release Software

program load complete, entry point: 0x81000000, size: Ox2bblchss
Self decompressing the image :

[OE]
Smart Init is enabled
smart init is sizing iomem
TYPE MEMORY REQ
HWIC Slot O
buffer pools 0x01EBFO00

Onboard devices &

Figure 12: Technology-package securityk9 for IPS implementation
The use of the "securityk9" technology package for Intrusion Prevention System (IPS)
capabilities is shown in Figure 12. This package improves the switch's security features, making
it more capable of identifying and thwarting possible network attacks and providing strong

network defence.

13
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NI TCOIIT IO T &

Rlg
%5Y¥YS5S-5-CONFIG_I: Configured from console by console

Rlg

Blfmkdir ipsdir

Create directory filename [ipsdir]?
Created dir flash:ipsdir

Rlgconfig t

Enter configuration commands, one per line. End with CHNTL/Z.

Bl {config) f#ip ips config location ipsdir

Rl (config) #ip ips 7
config Location of IPS configuration files
fail Specify what to do during any failures
name Specify an IPS rule

the alarms
signature-category Signature Category
signature-definition Signature Definition
Bl {config)f#ip ips name iosips
Rl {config)#ip ips signature-category
Bl {config-ips—category) $7?
category Category keyword
exit Exit from Category Mode
no Negate or set default walues of a command
Rl {config-ips—-category) #category 7
all 211 Categories
ios_ips I0S5 IPS (more sub-categories
Bl {config-ips—-category) #category all
Bl {config-ips—-category-action) fretired true
Bl {config-ips—category-action) fex
Rl {config-ips-category) #category ios_ips basic
Bl {config-ips-category-action) fretired false
Bl {config-ips—category—-action) g
Bl ({config-ips—-category-action) fex
Bl ({config-ips—-category) fex

notify Specify the notification mechanisms (SDEE or log)

for

Copy

Paste

Figure 13: IPS implementation
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[CE] ~
Bl (config-sigdef) gex

Do you want to accept these changes? [confirm]

5IP5-€-ENEINE_BUILDS STRRTED:

5IPS—€-ENGINE BUILDING: atomic—-ip - 303 signatures — 3 of 13 engines

& IDS-£-ENGINE RERDY: atomic-ip - build time 480 ms - packets for this engine will be
scanned

%IPS-€-RALL ENEZINE BUILDS COMPLETE: elapsed time €42 ms

Bl {config) #do show ip ips all
IPS Signature File Configuration Status
Configured Config Locations: ipsdir
Last signature default load time:
Last signature delta load time:
Last ewvent action (S5EAP) load time: —-none-—

Feneral SEAP Config:

Zlokal Deny Timeout: 3€00 seconds
Zlokal Owerrides Status: Enabled
Zlokal Filters Status: Enabled

IES Zuto Update is not currently configured

IPS Syslog and SDEE Notification Status
Event notification through syslog is enabled
Event notification through SDEE is enabkled

IES Signature Status
Total Actiwve Signatures: 1
Total Inactive Signatures: 0O

IES Packet Scanning and Interface Status
IPS Bule Configuration
IFS name iosips
IPS fail closed is disabled
IFS deny-action ips-interface is false
——More—— hd

Copy Paste

Figure 14: Displaying IPS status
The configuration of an Intrusion Prevention System (IPS) and its status on a router is shown in

the above figures. In order to effectively manage network security, it entails establishing a
directory called "ipsdiz" for IPS configuration files, configuring IPS location, defining IPS rules,
defining alerting methods, and classifying IPS signatures.

15




Implementation of wireless network design

I I ZOUT.T.% _ Printer?. TTIETo I
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2001:e::2 2001:e:3

Figure 15: WSN implementation on the Purchasing department
The deployment of a Wireless Sensor Network (WSN) in the purchasing department is shown in
Figure 15. It consists of IPv6-configured PCs, printers, servers, and access points, among other
devices (Kumar et al. 2020). For network isolation, VLAN segmentation (2001) is used, and
device connection is managed by a central switch (2980-247).

B Access Point — O x>

Physical Config Attributes
]

| GLOBAL | Port 1
| Settings |
| INTERFACE | || Crtetalus M on
— SSD WIKF-WSN
ot 1 2.4 GHz Channel 5
5 GHz Channel 112 e
Coverage Range (meters) 250.00 E
Authentication
() Disabled i) WEP WEP Key
() WRA-PSK (@) WRAZ_PSK PSK Pass Phrase 12345678 |
User ID
Password
Encryption Type AES w |

Figure 16: Access point configuration
Figure 16 describes an access point's setup settings in detail, including global parameters and

Port 1 properties. The access point has a 250-meter coverage range and runs on both 2.4 GHz

16




and 5 GHz frequencies. It uses a PSK passphrase for authentication and WPA2-PSK encryption

for secure wireless communication.
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Connect

Below is a list of available wireless networks. To search for more wireless networks, click
the Refresh button. To view more information about a network, select the wireless network
name. To connect to that network, click the Connect button below.

Wireless Network Name CH _Signal | [ Site Information )

Wireless Mode »iasrucire
Network Type Moed2GN
Radio Band /w0
Security W2 PSK
MAC Address 0010111658601

Refresh Connect

$5-N Notebook Adapter Wireless Network Monitor v1.0 wmecei 0. WPG30ON

Figure 17: Wireless connectivity between PC and access point

Figure 17 below depicts the networking details between the Access Point and the PCIO device
wirelessly. "HX" PCIO has provided the evolution of a Wireless-N Notebook Adapter to connect
to a "WKF-WSN" network. A network is running in a number of wireless gateways as the
adapter's MAC address is already there. Nay and the converter is now activated and good, and
the wireless connection has been established.

Wireless Network Security issues and mitigation

There are multiple challenges to overcome when it comes to the security of wireless networks,
especially in environments where essential information relating to finances is being transmitted.

Measures of prevention gain so much power to find out and correct any detected weaknesses,

17




and prevent the network from any harm. Network intrusion, data hijacking, and unauthorized
logins are the most common issues to security. Achieving a secure transmission of data over the
wireless medium is the main reason for the use of powerful encryption algorithms such as
WPA2-PSK. It would in turn cut off the chances of eavesdropping that leads to the stealing of
sensitive information.

Also, VLAN technology is very useful in eliminating "security holes", which represent one of
the causes of such malicious attacks, especially where are critical network areas. Certificate-
based authentication in this way is considered as the strongest authentication mechanism to
implement the granular level of access control and limit the unauthorized users away from the
network. To strengthen network security posture, conducting routine security audits as well as
monitoring network traffic patterns can also effectively identify and thwart security problems.
Discussion of the backbone network

Effective data transmission across the organization is made possible by the backbone network,
which acts as the fundamental infrastructure linking different network segments (Dolgui et al.
2020). The intervening network is often deployed and is built of fibre optics or high-capacity
switches for consistent communications and minimal latency control. In the existing condition
the backbone network system serves as the spine that would connect the critical devices of
servers, routers, switches, access points, etc. with different departments or trading floors.
Efficient functioning of the business system, fast trading, and ensuring connectivity to the crucial
internet services including email, banking system, and applications related to the trading floor of
the exchange such as execution system, order booking application, or the one for stock positions
stuffing mostly depends on them (Zhang et al. 2022). As such, capacity of an organization's
productivity and management highly depends on excellent backbone which connect
infrastructure components.

Discussion of WAN protocol

Regional offices and other geographically scattered sites are connected to the core network
infrastructure using the Wide Area Network (WAN) protocol. London's trading floor along with
the regional hubs in Birmingham, Manchester, and Edinburgh are apt in this case as they rely on
WAN connections to share data and to keep in touch with each other (Nasir et al. 2020). It is
crucial to select a safe and reliable protocol like MPLS or VPN to ensure traffic is secure from

interception and performance levels are met for an increase in business and traffic. Additionally,

18




in the context of WAN efficiency and protecting really important data that is traveling on the
network, factors such as allowing bandwidth, QoS, and encryption measures are also very
important.

Discussion of Data Link layer and wireless protocols

Reliable data transfer between local network segments is ensured by the Data Link layer, which
acts as a bridge between the network protocols and the physical network hardware (Mohammad
et al. 2021). The Data Link layer as Protocols like Ethernet for wired connections and Wi-Fi for
wireless connections involves regulating data structure, transmitting, as well as receiving the data
inside the network that is being discussed. This can be accomplished through the inclusion of the
standards of communication protocol for wireless communication function, which includes
channel access, authentication, and security, alongside technologies like IEEE 802.11 protocol
(Wi-Fi) which guarantees an efficient and secure transfer of data between devices (You et al.
2020). Provisioning standards for a handshake, synchronization as well as connection
maintenance necessitate the use of Data Links and wireless protocols; this guarantees the

optimum performance of all networks.

Testing and validation

PDU List Window

Fire Last Status Source Destination Type Color Time(sec) Pe|
o Successful PCO Email Serveri ICHMPvE . 0.000
e Successful PCO Printer1 ICHMPvE . 0.000
o Successful PC3 pcz ICHMPvE 0.000
e Successful PC1 PC4 ICHMPvE 0.000
“ Successful PC4 PC10 ICMPvE . 0.000
e Successful PC4 Printer4 ICHMPvE 0.000
o Successful PCY Printer? ICHMPvE . 0.000
e Successful PCT PCE ICHMPvE 0.000
o Successful PC1 PC4 ICHMPvE . 0.000
e Successful PC1 PC3 ICHMPvE 0.000
o Successful PC1 PCE ICHMPvE . 0.000
o Failed PCE PC11 ICKPvS 0.000
o Successful PCE PC3 ICHMPvE . 0.000
e Successful PCE PC10 ICHMPvE 0.000

Figure 18: PDU List
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A PDU (Protocol Data Unit) list pane is shown in Figure 18, which describes network
communication between several sources and destinations. Similarly to the time and the colour-
designated statuses of execution, it would list the type of protocol (ICMPv6). Certainly, by using
the list, can monitor traffic, to ensure the success and failure of the transmission, and also the

diagnosis of connectivity problems.
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Command Prompt

y Packet Tracer PC Command Linme 1.0
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Pinging 2001:b::3

from 2 time=18ms TTL=12&

from B e time=15ms TTL—

from B Y tim ms TTL=1
from 2 B Yt time=2Z1lms TTL=12&

ate round trip time
Minimm = lms, Maximam = 2

Figure 19: Ping test between the trading floor main office and the finance department
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Figure 20: Ping test between Purchasing and payroll department

Ping tests between the finance department and the trading floor main office are shown in Figure
19, where the round-trip timings range from 1 to 26 Ms, suggesting little packet loss and
effective communication. Also, it comes through that in Figure 20 ping tests between payroll and
purchasing departments are successful, besides exhibiting steady round-trip speeds and a slight
amount of packet loss suggesting communication continuity between different network
segments.

Conclusion

UKF's network architecture and deployment demonstrate a strong infrastructure suited to high-
performance trading environments' requirements. Integration of modern technologies ensures
safe data transmission, strong network reliability, and proactive security managed by humans or
machines. Illustrations of these technologies are bytecode level, IPv6 setting, and port security.
Utilizing of WAN protocols and wireless network protection against security challenges, the
organization becomes capable of transforming the network connection between the many
departments and trading floors into a higher-level and more effective one. This process promotes

the undistorted functioning of the economy as well as sustainable competition.
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